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Data Protection Act 1998

= 19984 7|0 2000 30 T2 E =9
o1 2 H < ¥ (Data Protection Act 1998)

- HE7|RO|LE Q17| YE0| BQBHe JOlat B
HEO| 5, X, AHE, 3/Mdt= 82 g5 Z&st

Mz2 M2 8ol =85 7l &

» Information Commissioner(d 2 Zt=2H7 DPAE
TAlStT Hd
% Data Protection Act 1998 (http://www.opsi.gov.uk/acts/acts1998/ukpga_19980029 _en_1)

X Information Commissioner’'s Office (http://www.ico.gov.uk/)
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Data Protection Principles

= Data Controller(H|O|E 22| Xp= C}22| 8742| H|O|H Bz XS
T OF SHCt.
fairly and lawfully processed;
processed for compatible and specified purposes;
adequate, relevant and not excessive;
accurate and up-to-date;
not kept for longer than is necessary;

|orocessed in line with the rights afforded to individuals under the
egislation, including the right of subject access;

kept secure;

not transferred to countries outside the European Economic Area
(EEA)2 without adequate protection.
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Data Controller(H|O|E{ 2t2|X}): 7§21 LO|HE Ol &, OfH HHO= X2|g AKX
= N2|sfof St=X|& (Et=0|Lt & = S5 E) AESH= AtE - DPAO|A

Fgolst o, BS 100120 M = MZ20| 2gst g

Data Protection Principle
L 712l HO[H & 5735t HyotA X2| = 0{0f ShLt

2. 7121 H|O| &= otLt O] &o] BA|El Mot SHo =0t F S| 0{0f St
HEA ©

|
o
m!
ro

SHI 2L HE Mo 2 N2|E oM e Ett
3. 7§12l OB = M2|x|0fof St= =SHOf Cisto] Metoof 5t O =Xt 2&H0|
AO{OF 5, O] 5 HO{AM A= ¢t =Lt
4. 742 HIO|H = F=totn 7tsot oF |4l YEfZ 2 ZE[0{OF St
5. 7121 Ho[H& O 58d 2ast 7|7 0|20 EEE[0{M e 2F Lt
6. 742 HIO|EH= &2 o E Ho[H Mo Aa2|et XISHA Ma2|%|ofofF ohLt.
7. 702 HIO|Eo| 2AtA = S /A Molet Abn2 QIoh &4, Th|Lt &0 T M=
HEot =XHQl X7} F{o) X OF SHLY.

7o BM 79 sel LigtLy XG0l A 7H 2l H|oE{ o] XM2|0f HIO|F FH|2| e[k
AesE HES T2 EYSHA| F=CHEH 71 H0[H & O =7tLt ({922
O|SAIZ == 8t

8RO MBEX| Y FLOH0| S B, Aol £, TS o) LY
1, 7jolel St 0]9S BaT 1 5)
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Overview of BS 10012

= Standard Number: BS 10012:2009

= Title: Data protection - Specification for a personal information
management system

= Publication Date: 31 May 2009
= Data Protection Act 1998 (DPA)2| & L A}EHO|| CHsE HEZE2IO| A SFAMD}
SXE {5t =E0] 7HA™EE A FA|AEI(PIMS: Personal Information
Management System)Q| =&} & #&sI7| 2ot 4
= BS 100129| £
- 1. Scope
2. Terms and definitions
3. Planning for a PIMS
4. Implementing the PIMS
5. Monitoring and reviewing the PIMS
6. Improving the PIMS
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BS 10012, was developed by a panel of experts including representatives from
industry, government, academia and consumer groups.

3742 =¢t DPC(draft for public comments)7t R Ao, X|H 58 310 74 &H

20| DPAS 7|8to 2 11 Rl AR, sHoAM= A40M 275t B2 &=
SEA717] o ECt

mjo

i

SHA|ZH = A A KAISE Frameworkl} 2 TtAFEO| DPA HEE0|AA E4F 2|l
o =

UL 80{7| DPARtE CHEH Folx0 U= BEEE UL 0| E =0 DPAA = 71 ¢l
MNe 120|| M = 'Personal Information'©@ 2

£ 'Personal Data'2 ®#SI5t11 QoL BS 100
<)
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1. Scope

" JHeIEERE S RS 7|2 HA & HEE HSSti, DPA
HZ2to|AA0 ChE WIHE QI3 L2 U 9/ B}
QIO Z O|REA £ = o

[

— =
+ 33 LU RR S X 30| K 90| BE xHo
Hg Thse 32

» “Plan-Do-check-Act"(PDCA) cycleg H&

= DPAQ| HA(H|: Freedom of Information Act 2000 -
IEESHEE=E
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2. Terms and Definitions

» Personal information management system

L FEHE QI Y AAHO| AR JoIFE Ba| M 7Y,
29 DUEZ, AE QA L HMS 93t A|AH

CHRIEEZGAIAR)
= Personal Information (DPA A 9|)

ARl oISt 4 Qe AR T Q! AR BEE Oo]E
(o]

. Sensitive personal information: 7§Q19| BIE L= QZH =4
At EX[E A, ZuX UZ(E= FAe 449 23), &5
x| 7hel O, HUN, KA 2 ey, e 9l
AA EE= FEE R ALY, HE {Eto|Lt = =l /80| CHsh
25 O&, sie 252 Me|xfE Zdop 22 £
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PIMS: part of the overall management system that establishes,
implements, operates, monitors, reviews, maintains and improves the
management of personal information

Personal Information

- ol O|ofH

- OOl &2|Xt7t ERSED AL o2 e 7hsd0| 2 7|Ef
CIOlEL} HE

- ol i Qlof CHSY EH =l | AO|Lt H|O|E Z2[Ate] H= X[A[ARE, O
At 2HA Q= 2= EFQIO| 2ot oA Z

Sensitive personal information (2.1.12)0f HO|%|0| Y,
2| ST AR A TS ZJHRIF O Dot 22|= ECf S 5HA|
He|Ste & 785t UL

(Y
oot
rk
L]

This British standard uses the term “personal information” in place of
the term "personal data".

Organization(Z%)2 HEE M2|5t= BA HH=E Fostn ULt
(Natural persons, sole traders, companies, partnerships, bodies
corporate, public sector bodies, voluntary associations and charities)
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2. Terms and Definitions

Processing

el 29| #5, 7| &, 2ESHAL ofg L HO[EOf Cigh 2

1
Ci gol HYE oy

Data controller

. GO Za|Xk 749! CO|E{= ofE 2

= 0
= —
L= M2|oiof st=XI & (BH=, &5 =
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Data processor

- CIlO|Ef M2|Xt: 7H el T O|E{Of| CHSHA| EO|E| 22| X+E CHA5HO]
HOIHE XM2|ots 2= AE(CIOIE 22|t X <)

Individual (Data subject)
- ZHQ! HIO|H o FH|7} &[= 7§22 2|O|
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Data Controller, Data Processor, Data Subject= BS 100122| 2. Terms and
DefinitionsO| M= MO|s}X| 1 UL}

Workers (employees, temporary staff, contractors, volunteers, consultants)
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3. Planning for a PIMS

X2 ChE AO| W2t 2M2tEl PIMSS| 7HE, F1ed, 7| 8
Rl&E ol 7| Mg 8fof shch.
» Scope and objectives of the PIMS
OISR e[ E LS aFAEE
ZHO| ZHR} 9l$ At =
ZHO| =& 7t ?dE &
gt A, Al 2f S

8 O[a ZtA XS @ FAret
» Personal information management policy
Senior Management Team (CHEO| A}, O|ALZ|, B, TtE Yl &)

T8eto 2 PIMS Policy(DPA Z2= B3t Framework 28, X/ ¢
2= 9l o|X| Y 50| Z=)42 2F2 =9l

raising standards worldwide™ (D> |

Management
Systems

CtE82 124510] PIMSS| Scopellf 712l & &2 555 FolstLt.

o

- 7HOIEE #e[E Tt
information;)

- RElo| 2HQ 0|2 A

g

o|F

At E (requirements for the management of personal
2= (organizational objectives and obligations;)
- XXo| =8 7t |2 =Z (organization’s acceptable level of risk;)

- S A, AL o|F S (statutory, regulatory and contractual duties; and)

- 39 Ol BtA XS] @ FAtE (interests of its key stakeholders.)

£9| 2 O|s{{2A Xtof Cigt £:=20| Senior management team0f Z2tE|0f JUZS
Z==S{OF STt (F A}, 2A AL XSG S)

Mol HEg BRsts B ZH(|Y)TO BAE PIMSY HHestT Hug £
27t AL
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3. Planning for a PIMS
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3. Planning for a PIMS

Individual access°| Hat

(X=X
=
C

ZER| 2 = 2hel Helof

—
=

IS0 2019 oI EHO| LY Mok
ot =% (Subject access request)

i

Personal information management Policy7t 2 &1 SX|E 5
U= F PIMSE 7St 3
DENQ HE = QHHSHA 22t
DPAO] 2|8 &8 7ttt 02 AtetE

=

X 2 FOf O[S 2A X S0| =% PIMSS| AHHA 20 2HEH &

et (MY 5L |70 CHet Al)of £O1E 7HielE A2

i —1
MES 25 MEfO| A2 EEA(European Economic Area) Q|22
HOIEE HE
. ¥V o ¥
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Subject access request(DPAN Al A 3SHE £0{)= OO|E 22|XI2EEH HO|EH FH|Ql
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3. Planning for a PIMS

= Responsibility and accountability
A member of the senior management team
+ PIM Policy &¢I

. PIMSO| 7t np &
- PIM Policy@} 874 2tEEl HEE2H0[ A A0f CHeH Eotat ¢

i
L]

ofl
ofl
a

. EEjo| ZHE0|AA0 T HAS 2
x|

B E E &l(worker)2 PIM PolicyE &===3|{0} SIC}.

—_ /| =
= Provision of Resources
. XX 2 PIMSO| =8|, 7151, 2E, FX|E o 223t 2= XA
CHSHY A3t X S6HOoF oLt

raising standards worldwide™ DN
Management

Systems

Responsibility and accountability

- Senior management team@| HH &=
ZECo|AA o|AZ2 2|5H0] 7ol HE
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3. Planning for a PIMS

* Embedding the PIMS in the organization’s culture

- QR e 7F 2EO| Y TEXe AR 2N, 2|1 20l
#2|E ?ot0 =X 2 HE2 ol OF Shot.

. PIMS QIAl M3

_ 1 ==

g

S0l oiet 2y o7 == M~ O
=2

4, PIM Policy O[3, PIM Policy©| X|%{ 9l

[ e | | = 71 =
Hiel s 28
. DE ANYUASO| XX PIM BX LS 9ot0] =BT 4 Y2
oDl-
oV o ¥
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4. Implementing the PIMS

= 4.1 Key Appointments

HoIFE B2l 9oto] 425D FHO| B HYTHAMAINE XY
- PIM Policy ZZ2}0| 912 0] Cifgh HurE ol 249

« PIM Policyo| 7§41t HE

- PIM Policy0f CHst M2 2%

. PIM Policy0fl CH3t ZEHE

. PIM Policy7} @ 73H= @21} X|£X 0l 0|4l
Data protections representatives

. MBS Cts A5 i AAHO| Tol Z20)E HolH HeE
Slstol =l i A EE AIAES 4880} B

-

= [==}
+ JHQIEE #E[of BB L0f High risk2 AMEE FA EE ALY
ZEeto|A S Q[sto] ClE ZZ9| X E M el&of st X
oV o ¥
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4. Implementing the PIMS7} &2 FZ{o| Atgt 222 XIX|Sl1 QJLCF.

JHOIE 2 ® Ol X}

- Yo 22| eF HRFL A O[M0 ot SX|

- Subject access @8 X |

- MR E =8I He|

- A 23

- 2OrARSH M 2

- Of 2 A e 2= A0 2(Off-shoring)

- £ o] igEal X =t ol Mextetel o1zt

- DPA 2R 0| Chet QHLot T2t Ql X0l K| 2

- JWREE X e|of XAt CHot O 2 Ata=0f Ciet EHEtap ME
st

- OIO|E{7} @ ZALO|EOf @{X|2t 7400| HOt O|E Z
J—LE’H' E (Data Sharing Project) 1t 2t&H =l -At2to]| CHst X| &

- DPA ZtEct MHEot 710l 2ot 7 el ©E Areof Tt %2 0|8 28

- DPAQM 27 &= AFO| LRSI HEES Z=ZH(Information Commissioner)Of| A
B0 A #e| S HE S

- M-t Al 2AM 710 HEo M= RE M8El= EE 2F E£&= W1 sectoral
code0f HA|E #H IAE

(implementing as appropriate the practices related to the processing of personal

information outlined in any mandatory or advisory sectoral codes which apply to the
organization.)
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4. Implementing the PIMS

» 4.2 Identifying and recording uses of personal
information

- feIE RS FHH e 8 =5 2
C 2Rl 2t JOIHE FHE D2 Y AR 25
71217
. High Risk® 22l H 0 CHsto] AlEstn 243}
= DPA Section20f|A] FOo|=l BIZISH 70l M

- e 2 Axt S CHE =28 82

- ZE| HEto| Z2HA L2

= National identifiers
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S3 ¥ 50z 25 2= ¥ S0/t

- 4K 7] 412 ol

el 2 Az S CHE =28 82
=

National identifiers (FOISEH
Etl

AN 749l Z2E
Charol JHOIEE e DIk 49 Me
OfF SHHQI A O1M 4 s U Ol W U8
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4. Implementing the PIMS

» 4.3 Training and awareness

. JjolEE M2 9 el 121 Ho g PARO Cigh mKo|
0| £|0fOf 301, 0| Of 2= BfoISt 4 9lofof &t

= 4.4 Risk assessment

- OOl M2|Xte| A7 Z2MAE Eesto], 74 g Xa(of
2 E Ate(Data subjects)of Ciet 9/ =2 B7tE &= U=

XA otHA
- MEE 'S daA7]7] fio fE e 2+
1CO9| 7jo|E
(http://www.ico.gov.uk/tools and resources/document library/data protection.
aspx)
[ o ¥V o ¥
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Theo| QIS E AbN| F=2F OfL 2 ME2|off 2EE Z2MAE QHEIE sA5HD,
ol0f hHE IS HEHAIFI7| flet ESS +&SHOF Lk (KA I E7 SYE HX
L= ICOQ9| 740l E & X)

£10: BS 100120f|= Data processor, Data subject0f| CHF MO 7t Zatk|0f /UKX| Q4L
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4. Implementing the PIMS

= 4.5 Keeping PI

practiceE

DPA Ol 7|E} 2t
£3}
- ZE Q| @A E= 7|

A0 PIMS

= 4.6 Notification
DPA @ FLALStO| }E Notification &

MS up-to-date
™ 7

=
[«

Zoil chet

o
57

29 £

—
A
(il

f

I

futok

o o
= T
=5 Ao o

2 &7} m3E|0fOf BHC}.

[ ]

t
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4. Implementing the PIMS

= 4.7 Fair and lawful processing

I = oA A HA 7|F0f wat X 2| Z 0fof

-

T
;

rot
oo

« 4.7.1 Collection and processing of personal information
golzl 20|A DPAE =510 HAFEE XN
- YO 27 A0 met Hatt RIS NI
- Privacy Notice &= Online privacy statement x| &
. MEL JHOIRE AXHHS Maste A XA
& XH(qualified and experienced person) O1| Ol 2H HAT}
53 JER, HEL D SE0{0F 7
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Z, /M8 E = 3785t HHSIAH ME|EE ERE D JS S Privacy Notice2t Online
)

S|
privacy statement2 X|&38}0F StCt. = L{O| ‘7101 & F|Feb&l' It S AS}CYL.

Fair processing notice (FPN & X 2|EX|) X&

H|O| B 2H2| Xt FA|

-HQ EE AN =
HM3xtolA S0e 82

- eSO ook 7 el 22

_joIE e 20t K2 x5 ol
FPN2 7] 412 R0 AlAstD, olsfis7] 2= 5 g sfiof

oot
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4. Implementing the PIMS

« 4.7.2 Record of privacy notices and statements

« Privacy notice2t online privacy statements 7| & 2|3l OF StC}.

= =2 =

el He 29 7|ZHof| W2} privacy notice 7| & & 2|35 OfF SHCF.
« 4.7.3 Timing for provision of notices and statements

- HRICZRE A YEE +TS= ER0= =& T Privacy
notice®t online privacy statements”} x| & |0 Of StLC}.
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JHOIEE HF 770 E5t0 2HE E privacy notice S2| 7| E & Zh2|dOF SHC

4.7.2 Record of privacy notices and statements

- FPN, $7| AL CHH OHY, B9 2ET} B8 7|7 (0] HE2 DPCOIME ¢
arsl Alof = H QI 912)
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4. Implementing the PIMS

« 4.7.4 Accessibility of privacy notices and statements

« Privacy notice@t online privacy statement= & A &0t& & Q!
Ofslist7| & %-d& 3ioF SHCt.

« 4.7.6 Third parties

- HMIB3XIOf of5h WA FEIH +=TE= F20 isto] S8t

o

HEotH +=HzASS 2Est= EX7F PIMSO| =t 0{Of SHet.
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4. Implementing the PIMS

» 4.8 Processing personal information for specified purposes

« 4.8.1 Grounds for processing

SHg HolLt 2 TE HUFE Hals 3%
L BB YT, DY EE AAES ol el B Kol @52 ®
+ 9l

« 4.8.2 Consent to new purposes

. T BROMC 2Nl 2

2l RE Melstn, Mz S5 2
HRIZE Me|7t st BR0= 742 AHQ 52§ ZOtof
L},
. ¥V o ¥
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+ 4.8.3 Data Sharing

4. Implementing the PIMS

S, FPNO||

ERE ]
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—

- MEZ HM3Atet JHAZE S7 Alol=

t=

7 oI, Jhelo| S

Z5H0] A

« 4.8.4 Data matching
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4. Implementing the PIMS

4.9 Adequate, relevant and not excessive
FHE N EIE =Rl X0 HESHX|0f Cf

Mol HjxL|A 2

Hoj thet €
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4. Implementing the PIMS

= 4.10 Accuracy

- JHRIEEE BTt XOM o] YE= Y|
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4. Implementing the PIMS

» 4.11 Retention and disposal
- el 2= 2R Old ERdiM = 2 ElCt
- HR7IE A @2 ER 72
£ &5t sfjof oot

| = 712t St 7ol WHE
©f: 0lz = A7 =), 0|0 tfgt X8
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1
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4. Implementing the PIMS

» 4.12 Individuals’ rights

- JHQ S Ee BESHO] el HE[vt EF
A M AlZE OILHO| MElE= S2 E%
Ct

- O —

= UA=F ot= EAIF 2| 0fof o

8ol gulE K2l ool e ol kRS wYlY
& 9l HEQ YKL me | ofof ST
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4. Implementing the PIMS

» 4.13 Security issues

. HTY J|&H Hot Y AN Hot &
H S 5| 0{Of SHC}

=
on
mjo

Sot 7HA 827t

= 712 el HEje /e 20, 22|
of et 2otSHE Z2loOF Sht.
i

FRIZSo mef 7H 8 2= MEEn

Security controls: M2|Z|1

o]
AN
XN H&2 flct HED 5
A

. Storage and handling: 7|2
25 &|0fOF Bt

Transmission: 71 E 7} HEI LN HESE|l= 220 CH
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4.13.2 Storage and handling
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4.13.4 Access Controls
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4. Implementing the PIMS

2 SHe SEE= 870l et ZLEHE F|1 EI7Hx|0fof
chet

« Security assessments: AEES ME710| ot H7| MOl EOtHEH I}t
HA(RX QLS K GapAat M At =F)

+ Notification of security incidents: 2OtAL 10| CHTH 22| QF EOtAI T2
ol st TsE A4aA7|7] et EX7F & OfOF SHLt.
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4. Implementing the PIMS

» 4.14 Transfer of personal information outside the
EEA

- J§CI'SE 7} EEA(European Economic Area)8t O 2
420 tioto] HAESH B #F0f Chgh Z2|5of Shot.
. Transfer procedures
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4. Implementing the PIMS

» 4.15 Disclosure to third parties

- HMBAE JHQIEE FT ATD FAMKYE MEY + A= 2HE
M AlSHOF ShLF.

- EaThol HOIPEES SIHSHOF S, ¥ 2AHE =
AKXt} OFE E[ O] Of BhLt.
- JHAEE SO0 et 7[Z0] /XA 22| =[O OF BHLt.
* 4.16 Sub-contracted processing
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4. Implementing the PIMS

= 4.17 Maintenance
. HMXIQ 7™ @A 52 7|5 89X 2 ¢l X|&xxo=
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5. Monitoring and reviewing the PIMS

= PIMSO| 1l e TLIHEZ F|1 HEL0{0f ot}
= 5.1 Internal audit

- Audit planning: A2 0f| h2r =% 2| JHQIFE HMa[of tHeh 2 g at
2230 tiet 2L HEL A | 0fOF ThCt.
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N=
Zekstn, High risk 741 2 X 2(0f Tt £20[ BE A Z3te| O Of BHCt.
. Selections of auditors: {2t 0|10 SHSH ZHAF =S QT HAIKE
M5t 28 M E S H7|ZAE nefE 5= ULk
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5. Monitoring and reviewing the PIMS

» 5.2 Management review
- AEH Mg, HEY, 2bdE 2| RI5Hd 4G HE=
Yo Moz =& 0fOF SHLt.
- PIMS A2 X}9| feedback
- MEE Y

. ZA ZD}
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6. Improving the PIMS

- JHM BES 53 PIMSO| BT BEHS JHMBHOF B

L —
= 6.1 Preventive and corrective actions
- XNCtEl HE = I AtE2 PIM Policy @ A0 O 55 R E
HESHY| 2o B8 Mo ZEX[O{OF SHCt.

< Ol S AEZX] 230 2t HE ArEE 2MTE L, AT 7|2t
Z0F HQ 8|0} BtL}.

. Preventive actions
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6. Improving the PIMS

« 6.1.3 Corrective actions

2H5g 9ol MAHsty,
SEY SRS AL}
XY 272 YAAT H0| BHE & gUCtD AHTYIOA
ZEEH, ol2fet &S MDA 2M2tEtd 7=
» 6.2 Continual improvement
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PDCA cycle applied to the management of personal information

Continual improvement of the personal information
management system

- )
Interested . ) ) "N Interested
parties - Establish S parties
f_; N
|' Maintain Implement
| and improve and cperate I -
PIMS /
requirements i
and \ J."l
expectations \ ; Personal
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